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Simplify it: components
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community




Still simple: deliver pretty pages
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Browser

http
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external port scan

Interesting ports on 172.16.1.1:

Not shown: 994 closed ports
PORT STATE SERVICE
21/tcp open ftp

139/tcp open netbios-ssn

445/tcp open microsoft-ds
8009/tcp open ajpl3
8080/tcp open http-proxy
50500/tcp open unknown

riP

HTTP
RMI



How hard do they knock?

—a

ClFS=Interrace:
10 seconds
11 unsuccessful logins

1432750319 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]:
1432751611 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]:
1432752535 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]:
1432752880 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]: , db2admin
1432753775 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]: , db2admin

] , db2admin
]
]
]
]
1432755984 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]: ist, administrato
] )
]
]
]
]

, db2admin
, db2admin

1432756888 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]: , administrato
1432757820 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]: , administrato
1432758805 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]: , administrato
1432759650 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]: , administrato
, administrato

1432760853 WARN .alfresco.filesys. .cifs.EnterpriseCifsAuthenticator]:




They knock with dictionaries!

User does not exist, DIVX

User does not exist, serveur ftp

User does not exist, box1

User does not exist, Administrador’

User does not exist, Administrateur

User does not exist, Administrada

User does not exist, biligates



The knock with force!

grep "User does not exist" /opt/circabc/logs/tomcat/catalina.out | wc -1

350202 login attempts

Installation: 20.3.2009
First attack: 26.4.2009
Last attack: 01.2.2010



Active Internet connections (only servers) Active Internet co

Proto Recv-Q Send-Q Local Address Foreign Address Proto Recv-Q Send-
tcp 0 0 127.0.0.1:3306 0.0.0.0:% tcp 0
tcp 0 0 127.0.0.1:631 0.0.0.0:% 0

:631
.0.0:5353
.0.0:58941
.0.0:68
.0.0:68



(RMI?) + (RTFM!) == JMX

JMX: Java Management Extensions
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Speak friend and Enter




Alfresco 3.2 JMX monitoring

JMX tools can (...)
stop,

re-configure and
restart subsystems

without shutting down Alfresco.

CIFS enabled

true




Luckily, | couldn't make it ...

— | [

[m)
Connection Window Help

Java Monitoring & Management Console

£

=

3 New Connection

) Local Process:

MName PID
sun.tools.jeonsole JConsale -debug 172.16.1.1:50500 2197
O] Remote Process:;
Usage: <hostname=:<port= OR service:;jmx: <protocol><sap=>
Username: |controlRole Password: |#eeeekceek |

Cancel | | Connect

Connection failed: jmexrmi

BEE

JConsole: Gutput

&y jcons

/# sed -1 's/change asap/SECURE/g' webapps/ROOT/WEB-INF/classes/alfresco/alfresco-jmxrmi.passwo

dat

at
at
at
at
Caused by:
at
at
at
at
at
at
at
at

at

. 3 more
Exception in Metacity for theme "Clearlooks": Variable "Bmin max height" not defined
java.io.IOException: jmxrmi

sun.tools. jconsoLe. PFroxyClUent. checkss LConTig(ProxyClent. Java: £30) -

sun,tools, jconsole.ProxyClient.checkSs1Config{ProxyClient.java:238)
sun,tools, jconsole.ProxyClient.<init=(ProxyClient.java:129)

sun.tools. jconsole.ProxyClient.getProxyClient(ProxyClient. java:492)
sun,tools, jconsole. JConsole$3. run(JConsole. java:528)
java.rmi.NotBoundException: jmxrmi

sun, mdi.registry.RegistryImpLl. Lookup (RegistryImpl.java:106)
sun.mi.registry.RegistryImpl Skel.dispatch(Unknown Source)
sun.mi.server.UnicastServerRef.oldDispatch(UnicastServerRef.java:375)
sun. mi.server.UnicastServerRef.dispatch(UnicastServerRef.java:240)
sun.mi.transport.Transport$l. run(Transport. java:153)
java.security.AccessController.doPrivileged(Native Method)

sun. mi. transport.Transport.serviceCall(Transport.java:149)

sun. mi.transport. tcp. TCPTransport.handleMessages (TCPTransport. java: 466)

cun rmi Francnart +en TrDTrancnartéCannacrtd anHandTar ran fITEDTrancnart dauva:s 707

t/alfresco/tunneling-debug-and-jmx-for-alfresco



More default (http) entry points

&

. JBOSS Administration e

Tomcat Administration

Tomcat Manager

v Tomcat Administration

» HiIdden admin URLSs

# aptitude purge tomcat5.5-admin tﬂmcat5.5-webapp5

Apache Tomcat/5.5.28

If you'

AS you me
filesystem

Ll o



Simple advice: just pretty pages

e Disable CIFS / FTP BrO\ivser
\ / http
e Disable Tomcat Admin K\ TOMCAT

CIRCABC 3.2

Alfresco 3 Stable

 Bind services on localhost SR

* Change default passwords



advanced advice: proxy it!

Browser

Ihttps 443

Reverse
proxy

thtp 8180
TOMCAT

CIRCABC 3.2 CI FS
VSRS, . FTP

JMX




Combine simple and advanced

Browser

https 443

Reverse
proxy

\_/

Http 8180

TOMCAT

A

CIRCABC 3.2

Alfresco 3 Stable

community

Not shown: 997 closed ports
PORT STATE SERVICE
22/tcp open ssh

443/tcp open https
1720/tcp filtered H.323/Q.931




don't do what they told ya!

» Download the corresponding distribution:
The tar.gz binary distributron-file is availableatthe following address:

http://tomcat.apache.org/download-55.cqgi

Please use your distribution’s package:

# aptitude install tomcat5.5

YaST2@B52 &

Datei  Paket Extras Hilfe

FiltEF: Suche - Paket Zusammen fassun a Gry
E mod_jk-ap20 Konnektoren zwischen Apache 2.0 und Tomecat Servlet Container 131
|:| struts-webapps-tomcats Sample struts webapps for tomcats 3
SI.ICEE: E tomcats Ein Container flr Serviets 2
tomcat - tomecatS-admin-webapps Admin webapps for tomcats
cuch E tomecatS-webapps Webapps for tomecats 24
che




Things | didn't manage ...

» Disabling JMX
 Bind JMX  ONLY localhost
» Use jconsole with CIRCABC

49353/tcp open
50501/tcp open
50502/tcp open
50503/tcp open

50504/tcp open
50505/tcp open
50506/tcp open

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

... if you can, write to: support@circa-support.eu



Legal issues

Quotations were taken from:

 Rage against the machine
 Lord of the Rings

Pretty Pictures from:

» freebsd-image-gallery.netcode.pl
* kendgame.bridigum.com



Backup considerations

TOMCAT

Alfresco 3 Stable
community




Cold backup

« STOP CIRCABC
« DATABASE DUMP
« BACKUP FILES AND DUMPS

 START CIRCABC



Hot backup

« DATABASE DUMP

« BACKUP FILES
(EXCEPT LUCENE-INDEXES!)
AND DUMPS



Incremental backup considerations—

 USE checksums
* Do not RELY on size or timestamp
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